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Hit by ransomware in the last year

66%

2021 2020

In the last year, has your organization been hit by ransomware? (n=5,600/5,400): Yes - Sophos 2021 Qu e St i 0 n S ? S I i d o ° co m #9 5865 1 24


Presenter Notes
Presentation Notes
Ransomware is the number one driver of cyber insurance claims and over the last year there was a 78% increase in the percentage of organizations that experienced an attack: up from 37% in 2020 to 66% in 2021. As adversaries have become more capable at executing attacks at scale it follows that demand for cyber insurance has also increased. – Sophos “State of Ransomware”


The State of Cybersecurity in Healthcare

o) 0)
63% 60%
Number of cyberattacks Cyberattacks are too advanced
increased over course of 2020 for IT team to deal with on own
o) 0)
70% 63%
Cybersecurity workload Response time to cases
increased over course of 2020 increased over course of 2020

$1.27M

Average ransomware remediation cost in healthcare, considering downtime,
people time, device cost, network cost, lost opportunity, ransom paid, and more
— the lowest across all sectors.

A survey of 328 healthcare IT professionals. - Vanson Bourne 2021


Presenter Notes
Presentation Notes
Sophos recently commissioned a survey of 328 healthcare IT professionals.  The survey was conducted by leading independent research house Vanson Bourne in 2021. It revealed that:

63% of respondents globally – nearly two thirds – said that the number of cyberattacks they experienced increased over the course of 2020.

And 60% of the respondents said that cyberattacks are now too advanced for their IT team to deal with on their own. 

The average bill for healthcare for rectifying a ransomware attack, considering downtime, people time, device cost, network cost, lost opportunity, ransom paid etc. was US$1.27 million. While this is a huge sum, it’s also the lowest among all sectors surveyed


With that in mind, it’s perhaps not surprising that [build] 70% say their cybersecurity workload increased over the course of 2020, and 63% said their response time to cases increased over the course of 202O.



Cyber Insurance Has Got Harder to Secure

=Y. V79l Higher level of cybersecurity needed

949% 1y &SIl Policies are more complex
The process for

securing cover 10 7Sl Fewer companies now offer cyber insurance

changed over
the last year ¥4 S The process takes longer

L7:579 It’s more expensive

How has your organization’s experience of getting cyber insurance changed over the last 12 months? Qu ESt i o n S ? S I id O co m #9 5865 1 24
[ ] [ ]

Sophos 2021 (n=5,157 respondents whose organization has cyber insurance)


Presenter Notes
Presentation Notes
94% of those with cyber insurance said the process for securing cover had changed over the last year.
54% say the level of cybersecurity they need to qualify is now higher
47% say policies are now more complex
40% say fewer companies offer cyber insurance
37% say the process takes longer
34% say it is more expensive



How to protect your environment from a Cyberattack

Security Assessments

Security Awareness
Training

Managed Detection &
Response

Firewall

Multi-Factor
Authentication (MFA)

Backups

AP

e |t’s important to establish a baseline of existing vulnerabilities.
When did you do your last assessment?

e Train your users and often. Teach them about data security, email
attacks, and your policies and procedures.

e Protect your workstations and servers from malware, viruses, and
Cyberattacks using endpoint detection with a Security team.

e Turn on intrusion detection and intrusion prevention features.
Monitor security logs and events.

e Utilize MFA whenever you can. It adds an additional layer of
protection to ensure password do not get stolen.

e Backup locally and backup to the cloud. Test your backups for
corruption and make sure they are clean!




How to protect your environment from a Cyberattack

Computer & Application
Updates

Dark Web Research

Mobile Device Security

Passwords

Encryption

Security Information &
Event Management

Email Spam Protection

AAAAAAAN

Keep all applications and workstations up do date.

Knowing in real-time passwords and accounts have been posted on the
Dark Web will allow you to be proactive.

Cyber criminals attempt to steal data or access your network by the way
of your employee’s devices.

Apply security policies on your network. Deny or limit USB file storage
and set user screen timeouts.

Whenever possible the goal is to encrypt files at rest, in motion and
especially on mobile devices.

Review all event logs to protect against advanced threats and to meet
compliance requirements.

Be sure to choose a service designed to reduce spam and your exposure
to attacks.




Cloud Security is a Shared Responsibility

Public Cloud providers operate what’s called a Shared Security model
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Cloud Zones AWS, Azure, Google

Questions? slido.com #95865124


Presenter Notes
Presentation Notes
To build a layered security defense able to stop the range of threats targeting cloud environments, it is important organizations are fully aware of the shared responsibility model.

Public Cloud providers such as AWS and Azure offer customers flexibility in how they host their environments. One consequence of this flexibility is that the Public Cloud providers cannot completely protect a customer’s virtual network, virtual machines, or data while in the Cloud. 

Instead Public Cloud providers operate what’s called a Shared Security model, which means that AWS will ensure security of the Cloud, while customers are responsible for anything they place in the Cloud. ​​

AWS protects the physical Data Centers that house the hardware that the AWS Public Cloud network runs on, and provides logical separation between customer’s hosted environments.


Layered Defense Approach

Not a tool, but a Layered Defense strategy with 24x7 monitoring

Security Awareness
Training & Phish Testing

DNS Protection, MultiFactor
Authentication, Password
policies

24x7 Managed Detection
and Response, Anti-Virus,
Spamfilters

Questions? slido.com #95865124



What to consider from here?

Don't look at this as a takeaway but a must do.

Cybersecurity requires multiple resources, within
and outside of the organization, to effectively
manage cyber risk.

Risk assessment.

Policies and procedures focused on
cybersecurity.

Training of all workforce on P&P, then security.
Phish test all workforce (esp. leadership).
Multi-factor authentication.

Endpoint security utilizing Managed Detection &
Response.

v Backups segmented offline, cloud, redundant.

v Test Disaster Recovery
Incident response plan.
Secure the network and remote users.
Adequate logging and retention.
Third-party security risk management

A firewall is NOT enough, intrusion detection and
prevention systems are a must!

Adequate cyber risk insurance.



Questions?



slido

l Audience Q&A Session

(D Start presenting to display the audience questions on this slide.
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